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USE OF 



This policy details  the do's and don't' applicable for any user of IT 
assets of PIFRA/CGA. Violation of the Acceptable Use Policy may 
invite Action under relevant rules and law of the land. 

GENERAL USASE:

£ All PCs, laptops and workstations should be secured with a 
password-protected screensaver with the automatic activation 
feature set at 10 minutes or less, or by logging-off (control-alt-
delete for Win2K users) when the host will be unattended.

£ All hosts used by the employee that are connected to the  
PIFRA/CGA Internet/Intranet/Extranet, whether owned by the 
employee or PIFRA/CGA, shall be continually executing 
approved virus-scanning software with a current virus database.

STRICTLY PROHIBITED ACTIVITIES ON PIFRA/CGA NETWORK:  

There shall be NO EXCEPTION to these Standard Usage Rules for 
any PIFRA/CGA Network User

£ Violations of the rights of any person or company protected by 
copyright, trade secret, patent or other intellectual property, or 
similar laws or regulations, including, but not limited to, the 
installation or distribution of "pirated" or other software 
products that are not appropriately licensed for use by 
PIFRA/CGA.

£ Unauthorized copying of copyrighted material including, but not 
limited to, digitization and distribution of photographs from 
magazines, books or other copyrighted sources, copyrighted 
music, and the installation of any copyrighted software for which 
PIFRA/CGA or the end user does not have an active license is 
strictly prohibited.

£ Introduction of malicious programs into the network or server 
(e.g., viruses, worms, Trojan horses, e-mail bombs, etc.).

£ Revealing your account password to others or allowing use of 
your account by others. This includes family and other 
household members when work is being done at home.

£ Using a PIFRA/CGA computing asset to actively engage in 
procuring or transmitting material that is in violation of sexual 
harassment or hostile workplace laws in the user's local 
jurisdiction.

£ Making fraudulent offers of products, items, or services 
originating from any PIFRA/CGA account.

£ Making statements about warranty, expressly or implied, unless 
it is a part of normal job duties.

£ Effecting security breaches or disruptions of network 
communication. Security breaches include, but are not limited 
to, accessing data of which the employee is not an intended 
recipient or logging into a server or account that the employee is 
not expressly authorized to access, unless these duties are 
within the scope of regular duties. For purposes of this section, 
"disruption" includes, but is not limited to, network sniffing, 
pinged floods, packet spoofing, denial of service, and forged 
routing information for malicious purposes.

£ Unauthorized Port scanning or security scanning is expressly 
prohibited.

£ Executing any form of network monitoring which will intercept 
data not intended for the employee's host, unless this activity is 
a part of the employee's normal job/duty.

£ Circumventing user authentication or security of any host, 
network or account.

£ Interfering with or denying service to any user other than the 
employee's host (for example, denial of service attack).

£ Using any program/script/command, or sending messages of 
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