


Thispolicydetails the do'sanddon't’ appli@blefor any userof IT
asses of PIFRA/GA Violaion of the Accepable Use Policy may
invite Actionunderrelevant rulesandlaw of the land.

GENERAUSASE:

£ All PCs,laptops and workstations should be secued with a
passvord-protected screensaer with the automatic activation
feaure se at 10 minutesor less,or by logging-of (control-alt-
deletefor Win2Kuseis)whenthe hog will beunattended.

£ All hogs used by the employee that are conneced to the
PIFRA/GAInternet/Intranet/Extranet, whether owned by the
employee or PIFRA/CGA, shall be continually executing
approvedvirus-sanningsoftware with acurrent virusdatabase.

STRIGLYPROHIBITEBCTIVITISONPIFRA/GANETWRK:

There shallbe NOEXCEPTIONMD these Standard Usag Rulesfor
any PIFRA/GANetwork User

£ Violdions of the riglts of ary peison or ompary protected by
copyright, tradesecet, patent or other intellectualproperty, or
similar laws or reguldions, including but not limited to, the
ingallation or digribution of "pirated” or other software
products that are not appropriately licensed for use by
PIFRA/GA

£ Unauthorizdcopyingof copyrightedmaterialincluding but not
limited to, digitization and digtribution of photographs from
magazmes books or other copyrighted sources, copyrighted
ingtallation of anycopyrlgrted software for which
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Introduction of maliciousprogramsinto the network or server
(e.g.,virusesworms,Trojanhorsese-mailbombs,etc.).

Revealingyour acount passvord to others or allowinguse of
your acount by others. This includes family and other
householdnembeswhenworkisbeingdoneat home.

Using a PIFRA/GA computing assé to actively engage in
procuringor transmiting material that is in violaion of sexual
harassmen or hodgile workplace laws in the user's local
jurisdiction.

Making fraudulert offers of products, items, or sewices
origingingfromany PIFRA/GAacmourt.

Makingstatemerts aboutwarranty, expresslyor implied,unless
itisapartof normaljobduties.

Effecting security breaches or disruptions of network
communiation. Securitybreachesinclude,but are not limited
to, accessinglata of which the employee is not an intended
recipiert or logginginto asewer or acount that the employeeis
not expressly authorizd to access,unlessthese duties are
within the smpe of regularduties. For purposesof this section,
"disruption” includes,but is not limited to, network sniffing,
pinged floods, paclet spoofing denial of sewice, and forged
routinginformation for maliciougpurposes.

Unauthorizd Port s@nningor security s@nningis expressly
prohibited.

Executingany form of network monitoring whichwill intercept
datanot intendedfor the employee'shog, unlessthis activityis
apartofthe employee'snormaljob/duty.

Cicumventing user authertication or security of any hog,
networkoracount.

Interfering with or denying sewiceto any userother than the
employee'shod (forexample denialof sewviceattack).

Usingany program/script/command, or sendingmessags of
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