ToRs of Information System Audit Specialist

Objective

The Auditor General of Pakistan requires services of Information System Audit Specialist on contract basis initially for a period of one year further extendable on satisfactory performance.


Scope of Work

The Information System Audit Specialist will establish the framework of Information Systems Audit that complies with the International Standards for IT Audit and Assurance and best practices. In order to fulfill the objective, major responsibilities will be following:

1. The Specialist would identify the gaps of IS audit in OAGP systems and prepare a database of IS systems under the scope of IS audit of OAGP.

2. Conduct model IS audits for Federal, Provincial and District Governments’ and prepare case studies for carrying out IS audit.

3. Develop Roadmap for IS Audit implementation in SAI Pakistan.

4. Develop training modules for IS audit.

5. Devise a strategy for adoption and implementation of Standards issued by Information System Audit and Control Association (ISACA) in SAI Pakistan.

6. Train ten nominated officers of OAGP to act as Master Trainers for IS Audit.

7. Prepare and develop IS Audit Manuals to implement best practice IS audits in the OAGP.

8. This IS audit will include examining information systems.
9. The consultant will conduct all audits in accordance with the ISACA IS audit standards.

Essential Job Skills & Abilities
1. Skill in collecting and analyzing complex data, evaluating information and systems, and drawing logical conclusions.
2. Skill in planning and maintaining composure under pressure while meeting multiple deadlines.
3. Strong skills and knowledge of international standards and control frameworks including CobiT.
4. Skill in negotiating issues and resolving problems.
5. Skill in effective verbal and written communications, including active listening skills and skill in presenting findings and recommendations.
6. Ability to establish and maintain harmonious working relationships with co-workers, staff and external contacts, and to work effectively in a professional team environment.

