ToRs of Chief Information Technology officer (CITO)
The Chief Information Technology Officer (CTO), reporting to Project Director PIFRA, is a position designed to provide a more integrated approach to information technology development and management as a platform for supporting integrated financial management at PIFRA. The role is expected to carry out following activities.
· Work collaboratively to define a strategy for IT for AGP CGA, MOF, provincial FDs and other stakeholders in order to achieve the goal of integrated financial management system (IFMS) of the GOP, and create department-wide information technology policies and standards.
· Identify, evaluate and select new and emerging technologies that can be assimilated with the already chosen ERP platform of SAP R/3 to maximize benefits from IT investments. 
· Ensure IT security in all the domains as defined in the prevalent IT security standards. Set up IT security organization framework, structure monitoring, and maintenance mechanism.
· Ensure availability of the system through comprehensive Business Continuity and Disaster Recovery systems in every aspect.
· Develop synergies across a complex landscape of multiple stakeholders like AGP, CGA, MOF, FDs, SAE, Banks (SBP, NBP), FBR etc to increase IT productivity and reduce associated costs. Liaise with and meet routinely with key customers like mentioned above to review results and take appropriate action.
· Institute ITIL (IT Infrastructure Library- A standard for IT service and support organization) to manage incidents, problems, configuration, releases, help desk, SLAs.
· Assist the management in IT specific HR policies and hiring.
· Develop and manage, with other team members of SAP CC/ Director FABS, Business Information Warehouse and other analytical technologies.
· Assist Director FABS whenever required in ensuring high availability of the system and assigning/monitoring responsibilities of Competency Center resources representing diverse IT skills like systems analysis, functional configuration, programming, database management, operations, enterprise architecture, IT Security, WAN, computer resources management, office automation, performance management, etc
· Ensure skills are properly transferred to departmental personnel so that they are technologically prepared to maintaining the system over the long run.
· Support a formal Change Management environment for hardware, software and telecommunications changes, and work in conjunction with user community in implementing this concept.
· Provide technical input on execution of IT procurements/contract, typically multi-million dollar commitments, for hardware, software, services, maintenance and support.
· Keep abreast of scope and intensity of legislative changes, technology trends and directives of the Government to develop courses of action to insure that the highest state of IT readiness is maintained.
· Supervise Information Assurance activities to ensure best practices and common solutions are implemented.
· Any other assignment given by Competent Authority.
